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ACCJ Viewpoint

RECOMMENDATION

The explosion of social media, the increasing
reliance on cloud-based services in areas like
financial services, healthcare and education,

and the emergence of the Internet of Things
highlight for Japan the need for an updated data
protection framework that goes beyond the 2003
Personal Information Protection Law. This has
been made ever more urgent by the new data
protection standards now being contemplated

in Europe, which potentially could limit access
by Japanese companies to the EU market if they
are not certified as in compliance with these new
measures. New data protection frameworks are
also being rapidly introduced by Japan’s major
trading partners in Asia, including Singapore,
Indonesia, Malaysia and Korea, potentially raising
the costs of compliance and introducing business
uncertainty.

The Abe administration established an advisory
body under the IT Strategy Headquarters in the
Cabinet Office in September 2013 to consider
amendments to the personal information law.
The advisory body issued an interim report in
December 2013 and announced a plan to publish
an outline of the amended law in June 2014 and
submit revision for Diet in Spring 2015. Among
the issues under consideration is the creation of a
new “third party” body or privacy commission.

The ACCJ urges that the government reference
the following considerations in their deliberations
and recommendations:

o Continue Japan’s flexible market-based
approach to personal information and data
protection.

o Involve all relevant stakeholders in setting
privacy guidelines and standards through an
open and transparent process including public

hearings.

o Clarify the status and mandate of the “third
party” body.

o Establish a common and equitable

enforcement process that provides “certainty”

for business and individuals.

. Maintain Japan’s commitment to cross-border
data flows.
ISSUES

As the Government of Japan (GOJ) and the
recently established advisory group consider how
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best to protect consumer privacy in Japan, we
believe taking the items below into account will
lead to the establishment of a privacy regime
that provides appropriate consumer protection
while not undercutting the business innovation
necessary for sustained economic growth.

Pursue a market-based approach

The market mechanism and respect for the
business-consumer relationship is the best and
most flexible protector of privacy. Businesses
that abuse privacy and lose the trust of their
customers face nearly certain market sanctions
in an environment where information travels at
the speed of the Internet and consumers are
becoming increasingly knowledgeable about
their rights and protective of their privacy. An
overly prescriptive regulatory approach to data
protection in Japan along the lines seen in the
EU may impose unnecessary compliance costs on
business and runs the risk of excessively stifling
innovation and growth in the IT sector.

Involve all relevant stakeholders

We welcome the GOJ commitment to the multi-
stakeholder principle in the area of Internet
governance. This is especially important in the
privacy field where broad participation and
debate are crucial to development of standards
and guidelines that protect privacy while
facilitating maximum utilization of data. From this
perspective, all relevant stakeholders from the
private sector, academia and civil society should
be brought into the discussion and encouraged
to work together in reviewing and commenting
on government proposals to revise the Personal
Information Privacy Law and to establish a “third
party” body.

Clarify the status of the proposed “third
party” body

The ACCJ has a strong interest in the
recommendation of the advisory body to
establish a “third party” body to oversee privacy
in Japan, but calls for an open and extensive
public discussion of the structure of this new
body and its rulemaking procedures. We are
concerned that the new body may simply add
another administrative layer without improving
transparency, consistency, and coherence in

the setting of rules and standards in the area of
data protection. We also urge that the authority
be given the dedicated personnel and sufficient
budget necessary to manage the regulation of
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privacy in the complex and rapidly changing
environment of the Internet Economy in Japan.

Establish fair enforcement process that
provides “certainty”

The existing system for protecting personal
information in Japan, in which individual
ministries have taken the lead in formulating
separate guidelines and have delegated their
enforcement powers in whole or part to outside
private groups, has not proved satisfactory from
either a legal or an economic point of view. It
has slowed the introduction of new services and
increased the compliance costs for business,
while leaving users unsure of their rights and
how to secure them. The fact is that few privacy
actions have been taken in Japanese courts and
no major penalties have been assessed over
the ten year period of the Personal Information
Privacy Law. Currently, the ministries lack

both the personnel and the incentives to
provide business with effective guidance on
how to comply with the law and to take action
against violators. We urge a fair enforcement
process that provides “certainty” to business
environments.

Maintain Japan’s Commitment to Facilitating
Cross-Border Data Flows

The GOJ has long supported the principle of
non-discrimination among data services offered
inside and outside of Japan. Keidanren joined the
ACCJ last year in urging government ministries
to clarify administrative guidelines in line with
this principle. However, the continuing absence
in Japan of an agreed privacy framework and
consistent security standards across government
and industry create business uncertainty as to
its obligations in this areas and discourages the
migration of consumers to the cloud. If Japan
and its companies are to realize the full benefits
of the Internet Economy, Japan must be a leader
in developing a framework for cross-border data
transfers in the region.

BACKGROUND

The ACC]J offered its comments and
recommendations regarding a possible framework
for privacy protection in Japan in its 2009 White
Paper “Achieving the Full Potential of the Internet
Economy in Japan.” At that time, there was already
concern that regulations under Japan’s 2003
Personal Information Protection Law were imposing
unnecessarily high compliance costs for business

RERFIFEAERETHE ST EAANBRFEEDOMITLIR
10FEB. ERBRFIL TR ENT —RIEINET
—PRWIRE.BTIKIE. EDLSITEZIBESFL, £z
BRECEESTHLTEINEWSERBHARS A%
EAICIRTRI DIHDAME. FTNERERHTDAELHE
ICRIAMUTWB,ACCIE BV R ABIEICTHEEM 2T
5T NERPITIOEREBI KD D,

WIRT—YBHEZ(RETSAERDIIY MY M DR

HEAEWRATREHEEINZ T —ERICDOVWT HA
BREINETI > & EDORUZXRUTER,
FESE. HAREFERES = (BEE) (FACCIEHIC. 2D
RENSAS TR EDHARSA Y DR ZBURE T
ICKDIzo UL WERICAARICIFERSI N T ZAN
V—HIERE BB I X1 T EESBF
BEOEERICFEELRVWEXEB>TWS . L>T.Th
SOEBTCRIEINERBEERI D LT EIXI LD
TEEERNECTEDHEEDV ZVRADOREITHHE
EINTWB HABLVHABEI VY —Kyh-TO
JEI—DRBZRARICELSETIORLIE A
HNOBIET — ¥ BEDRMHAH DD D) —F—TH 5L
ASYAN AN

He
B=

ACCJIZ.BERDTSANY —{REDOHRMEMHICEEL
T.2009F0aE vy —Ryh-TO/Z—DFE%ZH
AT DR TERERERRUIC.ZDYK, HAD20034
OMEANBERFEE ICEDEHIF. BEICRLEIC
SEERAV T ATV AARNEBUTWIREET A VT —
RYNCK>THRIBEE RS Te T — Y B ORMAES
FACHIHUIcEDTIERWNE WS BESMN T TICH > 1o

ZMD2009FEDHEDH T, ACCIHIAREBAFICH L. EA
BREELODRBELE BEEFOFTI VI —RY I
PGS ERETIENEITWBIRREREZ L
T TN —ICRET 2HADENREAIZRET DL
SEFLTWS U UL . EFIPHRRZEEICHET S
R Z > fc. — TR T 50/\ — BB D# 1T, B—H
REHEBILSBRT 7O—-FOFEMBICDOWLWTIF. ACCJ
FERM LTV ACCITIEKEDEN E I SEH BN
IRTDRAT—IHRILT —EDRBRIREED D& FERM.
BAl. ZUT—BHDOH 2N FRBEAERET DLD
BHABMICHODNT FHTUWRBIPCEEZ & SHRE LT
LESELTWBHVEEFRLUTLV .

UL L. BEDHEITHS4FE, COBRICAN S BAERGE
BIEIEEAERWZDEBEATIRY =2 vILXT4 7D

BARDT AN —REICETDHIBE / (VY —RYNTA/Z—JRUTA—X [ 2015F3BFTHEH
New Measures to Protect Privacy in Japan / Internet Economy Task Force / Valid Through March 2015 4



ACCJ Viewpoint

and did not adequately reflect the technological
advances in sharing data made possible by the
Internet.

In the 2009 White Paper, the ACCJ called on the
GOJ to review the Personal Information Protection
Law and to develop a legal framework for privacy
in Japan that reflected the increasingly central role
of the Internet in economic life. We were cautious,
however, about the centralized enforcement of
privacy rules and the introduction of one-size-
fits-all requirements approach that ran the risk

of excessively stifling innovation and growth.
Consistent with trends in the United States, we
encouraged the government to work closely with
all stakeholders in developing a transparent,
consistent, coherent and equitable framework, with
close attention to how new rules and standards
were to be developed and enforced.

Yet in the four years since the release of the White
Paper, there has been little tangible progress
toward this goal. Meanwhile, the rapidly growing
use of social media in Japan has raised concerns
about how individual privacy is protected online
and who is responsible for such protections. The
concerns have been compounded by developments
in Europe and the APEC region where cross-border
data protection frameworks are being devised,
which set rules for companies operating in and out
of these areas and require the designation of an
“accountable” entity as a point of contact and for
enforcement of privacy standards.

CONCLUSION

Japanese legislators and ministries are now actively
looking at models for privacy protection in other
countries, understanding that any new regulations
on privacy in Japan need to be consistent with
international norms. We are encouraged by the fact
that the government is referencing the 2013 OECD
Privacy Principles in their discussions. Managing
privacy is crucial to realizing the full benefits of

the Internet Economy and the development and
implementation of a coherent and internationally
harmonized Japanese privacy framework are vital
to Japanese businesses of all sizes and in all sectors
for their future access to and competitiveness
within overseas markets. We urge the Abe
administration, as it puts in place its approach

to privacy, that it rely on market disciplines,

where appropriate, and on close cooperation

and consultation with all elements of the multi-
stakeholder community including the foreign
business community. Most importantly, we urge the
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GOJ to give special attention not just to what is to
be regulated, but also to how any new framework
will be implemented and administered.
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